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Free Law Project

We use data, technology, and 
advocacy to make the judicial 
system more equitable and 

competitive.
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Three Main Projects

https://www.courtlistener.com

https://bots.law
https://free.law/recap/
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Bad Redactions: Sharpies
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Bad Redactions: Side Channel

https://slate.com/news-and-politics/2020/10/ghislaine-maxwell-
deposition-redactions-epstein-how-to-crack.html

https://slate.com/news-and-politics/2020/10/ghislaine-maxwell-deposition-redactions-epstein-how-to-crack.html
https://slate.com/news-and-politics/2020/10/ghislaine-maxwell-deposition-redactions-epstein-how-to-crack.html
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Bad Redactions: Font Metrics

https://www.wired.com/story/redact-pdf-online-privacy/
https://arxiv.org/pdf/2206.02285v2.pdf

https://www.wired.com/story/redact-pdf-online-privacy/
https://arxiv.org/pdf/2206.02285v2.pdf
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Bad Redactions: Rectangles
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For Example...

https://www.bbc.com/news/world-us-canada-46804127
https://www.courtlistener.com/docket/6183591/471/united-states-v-manafort/ 

https://www.bbc.com/news/world-us-canada-46804127
https://www.courtlistener.com/docket/6183591/471/united-states-v-manafort/
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What Can You Do?

☑ Use reputable redaction software and train staff.
☑ Check for side channel problems in the table of 

contents, index, and metadata.
☑ Consider the context of your document:
 National importance? Be more careful.
 Individual privacy? Might be OK.

☑ Run our tool!
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 A tool for developers that can automatically find 
bad redactions. 

 Build it into your Case Management System.
 Being used by e-Discovery systems and 

journalists.
 Looking for partnerships where we can put it to 

work.
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Learn More

https://free.law/projects/x-ray
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